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ON DEMAND

Cryptographically timestamp and tamper-seal virtually any
document, file or e-mail over the Web, even while you're away
from your primary computer.

Demand proof - for you
and your business

Proving authenticity of electronic records and digital events is
emerging as a significant business, legal and IT issue. In fact,
following the past decade of corporate scandals, the courts and
regulators are increasingly requiring companies to demonstrate
the authenticity of their business records.

The burden of proof... is on you!

The legal system is transforming how businesses must manage
electronically stored information (ESI) and prove its authenticity.
Under the December 2006 amendments to the Federal Rules of

Civil Procedure.

The Sedona Conference, a prominent group of leading
judges, litigators and e-discovery experts, are in the process
of developing commentary and guidelines regarding the
fundamentals of authenticity for ESI and the technical
underpinnings affecting qualifying ESI-based evidence,

as required by the Federal Rules of Evidence. But until those
guidelines come out, you're on your own.

“The security industry has been running backwards in our view
— starting at the edge (perimeter) and working its way to the
data itself. The availability and protection of the data is the core
need... but trying to block sessions at the firewall or stripping
out malignant emails... completely missed the insider threat
problem. Perhaps closest to the core is a small company
(ProofSpace) we've seen trying to establish the integrity of

the data itself with the non-debatable tag of time.”

— Peter Kuper,
Internet Security Analyst,
Morgan Stanley Research Brief, March 15, 2007

Case in point

The authenticity issue is becoming a pivotal one in cases

across the country. In two separate cases, American Express
and Markel American Insurance company both lost lawsuits
because of their inability to prove their own electronic business
records as pristine and authentic, and thereby get them admitted
into evidence.

Amex tried, and failed, three times to demonstrate the authenticity
of its electronic records and eventually lost the case. The winning
defendant — a client who didn’t have a lawyer — never even showed
up for the court date!

The judge from the Markel case, in an opinion letter from May 4th,
2007 wrote, “although ‘it may be better to be lucky than good,’

as the saying goes, counsel would be wise not to test their luck
unnecessarily. If it is critical to the success of your case to admit into
evidence computer stored records, it would be prudent to plan to
authenticate the record by the most rigorous standard that may be
applied. If less is required, then luck was with you.”

This scenario is recurring with increasing frequency as lawyers,
clients and regulators become more cynical about the validity of
electronic documentation. This growing cynicism is based on an
awareness of the vulnerability of virtually all applications to their
“administrators”, even in the context of modern content management
solutions and other managed systems.

Inadequate defense

Magnetically stored data can be easily and undetectably changed,
especially when it travels across application and control boundaries.
Currently available solutions (PKI based time-stamping systems) are
expensive, difficult to implement and can be unreliable. Additionally,
most perimeter-based solutions today don’t protect email,
attachments, spreadsheets, or PDF files from tampering by people
inside the organization, or while those documents are in the custody
of clients or other third parties.

So how can you prove that you haven’t tampered with your own
records? How do you prove to a judge that a client did, in fact, instruct
you to take a specific action at a specific point in time? How do you
comply with SEC regulations to preserve the integrity of data?

How can you ensure that your drug applications to the FDA won't

be refused?

More to the point — how do you protect yourself? How do you
generate this proof while operating your day-to-day business with
minimal staff and documentation that proliferates endlessly?
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The ProofMark On Demand Data Integrity Solution

ProofMark solves these challenges by providing instant and
mathematical proof that a record is what it purports to be, and
has not been changed (from within or without) since a provable
point in time. ProofMarks instantly prove the “what and when” of
any electronic event, and can be used to reduce risk, minimize
compliance and legal expenses, and enhance trust through a

higher level of assurance.

With ProofMark On Demand, you can digitally seal any file and
irrefutably prove that its state and content existed at a particular
time and it has not changed since that time.

Our patented Transient-Key technology creates a cryptographic
“tamper indicator” for electronic records that can provide
instant proof of their authenticity to clients, regulators or the
courts. Offering the strongest possible level of assurance
through this robust tamper detection technology, ProofMark
Transient-Key technology allows you to:

Monitor the integrity of your electronic documents.

Generate PROOF that your records are pristine and free of
tampering for regulators, auditors, clients and counsel.

Demonstrate that you haven’t modified any of your archived
client transactions or communications.

Detect and deter unauthorized deliberate or inadvertent
changes to archives by trusted parties inside or outside

your organization.

Allow independent advisors and consultants to apply tamper
seals to their email or to any document they save on a

computer or file server.

Financial Advisors

Reduce legal and forensics
costs during client disputes
and official inquiries.

Comply with national

standards and specifications.

Eliminate dependencies

on expensive external
Certification Authorities for
document authentication.

Mortgage and Insurance
Professionals

Close deals faster by
accelerating business
processes.

Dramatically reduce faxes,
courier and overnight mail
expenses by going paperless.

Replace ink signatures to seal
any document.

Generate an audit trail to
prove compliance.

The ProofMark Transient Key™ Technology

¢ In ProofMark’s Transient Key
system, each time interval
generates its own RSA key pair.

e As records are archived, they
are signed by the active time
interval's RSA private key.

¢ When an interval is about to
expire, it signs the new
interval's RSA public key; the
new keypair goes “on duty” and
the old private key is destroyed.

For a more detailed technical
explanation of patented ProofMark
Transient Key technology, download
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a free whitepaper at www.proofspace.com

ProofMark On Demand™

Receive certified receipts

and self-validating proof of

time for ProofMarked files with
cryptographic tamper detection.

Validate ProofMarks against

a permanent, personalized
history maintained on our secure
Forensic Repository.

No software to install! Rapid
implementation on any computer
(PC, Mac, Linux or Unix) or any
platform with a web browser.

Not dependent on outside
certification authority or trusted
3rd party.

Legal Counsel

ProofMark agreements as
in-progress or as completed
for accurate version control.

Seal electronic evidence to
guard against inadvertent
changes or erasures.

ProofMark incoming
electronic evidence during
discovery to prove to judges
or opposing counsel that its
in the same state as when
discovered.

ProofMark On-Demand delivers the benefits of ProofMark over the web!
From $9.95/month. ProofMark virtually any document, file or e-mail over
the web, even when you're away from your primary computer.

Robust service architecture

engineered for high availability

with redundant multiple

failover protection and regular

back-ups stored indefinitely
in ProofMark’s Forensic
Repositories.

Scalable from the small
business to the enterprise.

No secrets to protect, since
private keys are destroyed.

No software to download,
install or maintain.

Free upgrades and updates
for the life of your license.

Life Science

Digitally seal and authenticate
electronic lab notebook
entries.

Protect intellectual property
with trusted timestamps.

Improve time to market and
avoid costly FDA approval
delays on e-mail submissions
for new drugs.

For more information, call David McClellan, General Manager, Financial Services, at 312-933-8823 or email david@proofspace.com.
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